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[ ¥ 2]
A8ES
Au= 221 metoid & Al o -]
Device 1D HEHESHHIS IR ID
Network 1D FEESHHIDL £8 WERKT ID
Date_Time O|HIE Al Al2E
TYPE 22 Et(Alert, Warn, Info, System)
LogType @A OiHIES 8
Version Log H&E
OriginlP 20 44 L9 P (BEESHH)
3= HostName ]
23 Interface O|HIE &M OIEHOlA
AH| Protocol UDP, TCP, ICMP &
zs ServiceName 2AHA AHIA F= SEX0 2al F2E HHlA HA
Source_IP EYUX A
Source_Port EUX XE
Destination_IP S FA
Destination_Port SXX ZE
Severity OIYIE EQ% ‘Critical, Major, Info, Minor'
RulelD 23t Rule 1D
Action H&E S8, HE (permit, deny)
Sequence 21 OHES =¥
NAT_Source_IP NAT =4 813 & 247X F2
NAT_Source_Port NAT =4 B2 £ S¢X ZE
F/W NAT_Destination_IP NAT =4 83 & ST =4
NAT_Destination_Port NAT F4 B3 & 831 XE
NAT_Rule NAT 24 2 ID
StartTime NAT B & =X ZE
EndTime Protocol (TCP/UDP/ICMP)
Ouration A ZEN FHoE MHlA 2
IPS/IDS | EventCount Duration' S0 LMt S QIHE 3%
RuleGroup Rule O&Y
RuleName Rule H3l
SignatureName Signature &2
Code OHIE 5%
Authentication s 48 %
Encryption Encryption &3 0%
VPN Decryption Decryption 43 0%
IKE IKE Event
L2TP_Create L2TP Tunnel M4
L2TP_Close L2TP Tunnel €271
JIet Note OIHIEN Oiet =2 &M BHE

27161 AR Hodn|e] AarstE ol
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THE Agsta 2 A3E &

[ &5t o/ E u2to|E ]
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g 4 Q.

ARERE A A7) LS B oMEES /o FyEA

ATEAe A WA dz2, 7] [% 3] WElE o ¢ oMERRE oWE AdARAS T, 1 AE
Abg A Al A FE AR FE A YHEo|H
[ 3 3]

| 294 1p=any, 94 ¥ E-1356, 244 [P=any, = 5#|¥E=2101, action=any |

Zukx] X EV} 135603, BAA] EET} 21018 AMREE FAS 'Buffer Overflow 3AA R 83 & wf, 3|9
w1l Ao digk Faxe 9o wad HHERE IFAS AR FUA [P E 544 [PE AFEAA F
A3t GEHAIA], GUI Popup R E-mails F3te] sAll delF7] 9 A 113 23 9gES] 14L& 38t
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RBEALS 74 (2 oJAE)

A 3

CREATE rule 'ncsc-09' class 2

FH93 FHo] &8 Class AR

FROM IDMEF

IDMEFZ 99g ARE3AH oWES 94

WHERE s_port==1356 && d_port==2101

2 L ESL 1356 o) 1,
EAQAFET} 2101 ) oJHNES &l

ACT CONTEXT CREATE "cxt-09"

‘ext-09'8te E9/ZA(Context) BA

ACT ALERT WARNING

‘ext-09'8te E9/2 A (Context) A, cxt-098
HANZ 34 $%F0] WARNING 22 A&

24N 2

'BUffer Overflow&2 A& 946
[$cxt-09.s_ip] -> [$cxt-09.d_ip]'

F74¢ W4 Buffer Overflow 34 A= 94)7
Z2ux [P(FEA IP)9 53X [P(FARWIIP)E
F7)8k4,

to all by GUI,email,sms

A& A A GUL E-mail, Fo A3 EAFHAIAZ
ZARHAAE At

e, AHEAY T oA o2, 99 3 ®A doA oWIERAS 3 wH/Z (Context) 7t A 9o
@stol, ofele] mek olWMEZF WA A, 1 AunE AgAelA FUFE Ao, FREA o7t wu/x
A(Context) S &3 = Y= 3o, 1 FAAL FALE g0 & 5 Ut
[ £5 1]

, action=any

1513

PR B84 1PE A3, F3

| 4 z
o dalol AnMAAZ AN A T

BHEN 75 (29 oldE)

A 3

CREATE rule 'ncsc-09-01' class 2

FH93 FHo] &8+ Class AH

FROM IDMEF

IDMEFZ 39® FRR3Mu) o|HlES 93

WHERE s_ip==$cxt-9.d_ip &&
d_ip==$cxt-9.s_ip &&
s_port==20 && d_port==34568

R WA dolA G FREHA T LIPS
23 P2 &9x XE 203 X3 XE7}
34568%1 o|HIE AN,

CONTEXT "cxt-09"

A WA oA AT cxt-09TE T9H/Z2A
(Context)o] WHAF 7 $ol 3},

ACT ALERT WARNING

¥4 &0 WARNING o2 Z3E& 2471,

97 A&y JSFE ¥4
[$cxt-09.s_ip] > [$cxt-09.d_ip]’

T4 WE(RARSTE A%H TH)H% 224
IP(FAA P)¢t 247 [PEAURIP)E 718,

to all by GUI,email,sms

AHgA ) Al GUIL, E-mail, FA 3 ERv AR =
AL E AgE,

& 54 T shuel, &9/x3(Context) 71WHe] A% FHE70] 7hs
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